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Availability v
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Cloud Storage

Benefits:
Availability
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Cloud Storage

Benefits:
Availability
Redundancy
Scalability
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STORING 507% OF ALL DATA BY 202

SlLadO

Google Cloud ~ Amazon S3
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Cloud Storage
. J FYE-Y Ya

Google Cloud ~ Amazon S3

Benefits: o
Availability 4of5 (g - +381%
Redund ancy Americans had private Data breaches [2]

information exposed
Scalability at least once [2] T
Concerns: +

Ooooooo
oooooo W
Data leaks aoras :\%
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Cloud Storage

Benefits:
Availability
Redundancy
Scalability

Concerns:
Data leaks
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X X * no E2EE

= WARCE WaTl e

GoogleCloud  Amazon 83 “(PTIONAL AND LIMITED E2EE

<

|

CLIENT-SIDE — T

ENCRYPTION EERERE | K%
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E2EE Cloud Storage Providers

.. AMNESTY INTERNATIONAL
WITH MEGA, YOL T ..
CONTROL THE ENCRYPTION' 300 MILLON USERS SRR ULTIMATE SELIRTY
N v =
© meca oo
Nextcloud
EACEPTIONALLY PRIVATE CLOUD" "FUROPES MOST SECURE CLOUD STORAGE'
sync.com )
sy " YVREE, ENCRYPTED, AND SECURE CLOUD STORAGE
_ _ | YOUR PRIVACY, SECURED BY MATH"
’) icedrive Seafile B ProtonDrive .
"THE STRONGEST ENCRYPTED "SUPDORTS CLIENT-SIDE
CLOUD STORAGE IN THE WORLD" END-TO-END ENCRYPTION" NOT PROVABLY JECURE
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Why Is It Hard?

1 key distribution U
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Why Is It Hard?

1 key distribution U
2 password-based security / \
/..f:z \@W? /// : \\\ ?WEI -
PW* % PW
PROBLEM:
PW CHANGES!
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Why Is It Hard?

1 Kkey distribution

2 password-based security

PROBLEN o
WOANGES e O

RE-ENCRYPTION!
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Why Is It Hard?

1 Kkey distribution v/

2 password-based security
3 file sharing \
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Why Is It Actually Hard?

@synccom hgﬁa KEY DISTRIBUTION

N

N

FILE SHARING

N

PASSWORD-BASED SECURITY )

N

J

J
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Why Is It Actually Hard?

FILE SHARING o oo M)

KEY DISTRIBUTION
/ PASSWORD-BASED SECURITY )
N NN

I

J

]

J

N

MEGA
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Why Is It Actually Hard?
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‘E2EE CLOUD STORAGE [
ELUSIVE GOAL
@psynccom o -
KEY DISTRIBUTION FILE SHARING 49 (M)
/ IR0 ORI ) [ s ?
R AN 'z ?
Jﬁt\ﬁ ﬁ N h%\*\\; Q\s\ \QR\. Proton Drive

NNNNNNNNN
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Our Work

Formal Model for E2ZEE Cloud Storage ‘EZEECLOUDSTORAGE .

Core functionality ELUSIVE GOAL

Syntax & correctness

Security notions
&psynccom

Provably secure protocol % %}a @

MEGA

A

(e

HF: — ﬁ — NF:\%\%% Q{g& \QR\- Proton Drive

R OSSO

Nextcloud

/
!
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Formalizing E2EE Cloud Storage

Model Goals o 5 ALLMODELS ARE WRONG,
— BUT SOME ARE USEFUL

oQo 7
g NNNNNNNNN B8 ProtonDrive
MEGA sync.com y
Gsv q icedrive ? ?
peloud Seafile
(apture existing systems Capture real~world systems (apture future systems
1 EXxpressive 2 Faithful 3 Generic
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Syntax "WHAT MAKES A CLOUD STORAGE A CLOUD STORAGEY

Core Functionality 1 Eipprggr
Register (create account) A

Authenticate (log in)

Put (upload a file) "
> INTERACTIVE

Update (modify content) PROTOCOLS

Get (download)

Share

Accept (receive share)
20 RSAC ’ Czlgtz’l?erence



Syntax "KW D0 WE MAKE THE MODEL USEFLLY" O

Model Choices A A o/
. } Get Put ‘ (5\@
Arbitrary interleaving 2 fypg y
N/ \/ V 2
v s
A
ut o™ v&‘@(\
Q\% ) P
[0 [=eee)
=

= x

v Vv

\ 4
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Syntax "H0w D0 WE MAKE THE MODEL USEFUL?”

Model Choices @;5’
Arbitrary interleaving 2 fijjyy, /
O
o
Abstracjc OOB channel 3 Gaimp / A _— Ml
for sharing I/Cu 0 MEssAGING
=) g — PASSIORD
N
N [ LINK SHARING
o

I
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Security

Threat model b

Malicious cloud provider Register

%‘\%@
Trusted OOB channel 1y / i

Adversary capabilities | 8
Control honest client protocol steps B v 4
N | guessed!
Guess honest user passwords “So e MY PW 1S “23"
Compromise users
N\ SELECTVE AND ADAPTIVE /\
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Security GAME-BASED SECURITY NOTIONS" Qf’%

To win a game and break security, the @ ”SRS 000!
adversary must, for an honest user, ... ‘
i

Integrity %
... inject/modify a file. \ '
~ :
[=eed]

INT-PTXT-STYLE GAME \

-"r(ccoo
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Security GAME-BASED SECURITY NOTIONS"

To win a game and break security, the
adversary must, for an honest user, ...

Integrity
... inject/modify a file. UPLOADED!
Confidentiality

AHA, FILE 1 WAS

... distinguish uploaded chosen files —
g P _\ \ l

CHOSEN BY
ADVERSARY 1

@

IND-CCA-STYLE GAME &éﬁﬂ
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Security GAME-BASED SECURITY NOTIONS"

To win a game and break security, the
adversary must, for an honest user, ...

Integrity
... inject/modify a file.
Confidentiality

... distinguish uploaded chosen files

Secure = "low” winning probability
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Problem solved?

Syntax

E2FE CLOUD STORAGE ~

. . ELUSIVE GOAL
Security notions S

&psynccom

/ ; MEGA

A— 177

J% S N J% S < J% \ Q\S\ Bl ProtonDrive
ANSES\
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Problem solved? —“+

Syntax

Security notions

Construction CONFIDENTIALITY
INTEGRITY

&psynccom

(
«cSS” % A{]l Eﬁ E2EE CLOUD STORAGE )| “css”
A N J\\\yj\s\{ﬁ\\\ Zi

R
ANSSSA\
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INTERACTIVE MULTI-STEP

CSS (Cloud Storage Scheme) s

Challenges

1 key distribution

pw-based
security

3 file sharing

Core Functionality / Threat Model

Register (create account) Malicious server

Authenticate (og in)

Put (upload  file)
Update (modify content) Trusted OOB channel
Get (download)

Share

Accept (receive share)
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CSS: Building Blocks

Pseudo-Random Function

PRF

for key derivation
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CSS: Building Blocks

(0BLIVIOUS) Pseudo-Random Function Authenticated Message
Encryption Authentication
pw Code
\ e
PRF OPRF AEAD MAC
e
rw
o for data for user
for, key derivation confidentiality authentication
(INTERACTIVE) and integrity
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CSS: Authentication & File Encryption

Client(pw, aid) Server
T “
ﬁ&) OPRF
— AUTHENTICATION =
P ; sid SIS
kek mac . MACIZ.Tag \ MACVfy <— “ " mac AT REGISTRATION
AEAD l A
AEAD T e < e
o-.%o..,\o... fon] —= ONOTHERDEVICES —~~ stoeeb
aEaD | | T ] f " THECLOUD
=l = = [E] >

33 RSAC ’ Czlgtz’l?erence



CSS: Authentication & File Encryption

Client(pw, aid) Server

i -
OPRF
T AUTHENTICATION S
| ; sid SENT T0 SERVER
ok nac— MACTag MAGVRy «— o M1 REGISTRATION
AEAD l | > T
O [o—.-.mk] _

AEAD %\A OPRF prevents offline dictionary

attacks by malicious clients

BUT CLIENT GENERATES SERVER OPRF KEY ON
=] - REGISTRATION!

#RSAC
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CSS: Authentication & File Encryption

Client(pw, aid) Server

OPRF =

P4RF/ AUTHENTICATION T T SRRV
sid

o . VAGVRy — 1 NTREGTRATON
AEAD l | -t
o-"mk [hmk] .

AEAD%\ Unique aid = unique user key
on’ omi . o o] NEEDED [N PROOR
AEAD | | |
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CSS: Authentication & File Encryption

Client(pw, aid) Server

%o T — =
OPRF =
— AUTHENTICATION
e ; sid _ SENT TO SERVER
" s MACTag MACVAY ~— oo M REGISTRATION
AEAD l -t
A [ Al d rotati
AEAD ows password rotation
%\ without file key re-encryption
Om’ o=’ | O [0-1 f]
AEAD | | |
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CSS: Authentication & File Encryption

Client(pw, aid) Server

\ — =
OPRF =
P4RF/ AUTHENTICATION SENT]TO —
sid
Ake/k mac . MAéTag MACny “T— ;; AT REGISTRA”ON
AEAD l | > T
Ok [o-"mk] .
AEAD %\A Key separation (INLIKE MEGA)
o-"f o-"'f 0""f [O-Hf]
AEAD | | |
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CSS: Authentication & File Encryption

Client(pw, aid) Server

%o T — =
OPRF Seed
— AUTHENTICATION
PRF ¢ i BT SR
ok mac— MAC.Tag MACVEY “—  mac AT REGISTRATION
AEAD l -t
i [ mi] |
AEAD %\A Key separation (INLIKE MEGA)
Om; Om’ . Om [o=] MEGA authentication leaked
AEAD | | l private key [ ]
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CSS: File Sharing

Sharer (pw, aid) Server
T —
OPRF =X
- =xan
PRF
/
kek
AEAD l oy N
Recipient
o-"mk mk W
AEAD ™~
AEAD
T
om; om' . o) — () —
f f f
AEAD | | |
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CSS: File Sharing

Sharer (pw, aid) Server
T — =)
OPRF e
-
PRF
/
kek
O-n
AEAD l 6 Nextcloud: server f Recipient
O as key recipient mk
- y recip - |
[ ] AEAD
"
Om’' om’ . o > 008 >
AEAD | | )
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Provable Security

fEe e @

SSLV1 SSLV2 SSLV3 TLS 1.0 TLS 1.1 TLS 1.2 TLSl 1.3
1994 1995 1996 1999 2006 2008 2018
‘
N
) ﬂ
ke Sync, pCloud, 5
MEGA Nextcloud |cedrive, Seafile our model [deployed
[BHP22, AHMP23]  [ABCP24] [TH24] [BDGHP24] ﬁc—’? protocol]
2022 2023 | 2024 '
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APPLIED
Apply Cryptography

Do you have Is the model <yes/ .
(custom) cryptography D no realistic?

rotocols? no
P yes T \‘ Call your favorite
l yes " cryptographer
Do you have a /
maje roof?
Are they P '
secure?

Call your favorite
cryptanalyst

looks sketchy
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Provable Security for E2EE Cloud Storage

eprint.iacr.org/2024/989

Joint work with: Stay connected:

Matilda Backendal, & Miro Haller

Hannah Davis, D mhaller@ucsd.edu
Felix Gunther, Sy mirohaller.com

and Kenny Paterson 3¢ @mirohaller.bsky.social
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