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Cloud Storage
SELEDRAION 23 40 o @y

Benefits:
e STORING 507 OF ALL DATA BY 2025 [1]

+ Availability
+ Redundancy
+ Scalability

Concerns:

- Data leaks to third party
=> SERVER-SIDE ENCRYPTION

[1] https://cybersecurityventures.com/the-world-will-store-200-
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+ Availability
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+ Scalability )| IMTED E5E
Concerns:
- Data leaks to third party
=> SERVER-SIDE ENCRYPTION CLIENT-SDE ~
ENCRYPTION T —
- Malicious server oooooo —
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=> END-TO-END ENCRYPTION == ]
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https://www.hipaajournal.com/healthcare-cloud-usage-
grows-but-protecting-phi-can-be-a-challenge/
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E2EE Cloud Storage Providers

"WITH MEGA, YOU THE GERMAN FEDERAL GOVERNMENT,
CONTROL THE ENCRYPTION" 300 MILLION USERS AMNESTY INTERNATIONAL "UTIMATE SECORITY"
NP G ETH Luich ~ S
© e oQo

"FREE, ENCRYPTED, AND SECURE CLOUD STORAGE.
YOUR PRIVACY, SECURED BY MATH"
B ProtonDrive
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Nextcloud

"EXCEPTIONALLY PRIVATE CLOUD" "EUROPE'S MOST SECURE CLOUD STORAGE"

&psync.com
pCloud
’3 icedrive Seafile

"THE STRONGEST ENCRYPTED
CLOUD STORAGE IN THE WORLD"

"SUPPORTS CLIENT-SIDE
END-TO-END ENCRYPTION”
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Case Studies: E2EE Cloud Storage

Challenges:

Stateless clients

No ciphertext integrity
Key recovery attacks [1,2]

Key reuse

File re-encryption infeasible

H PKE has no authentication [3]

[1] Matilda Backendal, Miro Haller and Kenneth G. Paterson. (2023). "MEGA:
Malleable Encryption Goes Awry”. |IEEE S&P 2023.

[2] Martin R. Albrecht, Miro Haller, Lenka Marekova, Kenneth G. Paterson. (2023).

"Caveat Implementor! Key Recovery Attacks on MEGA”. Eurocrypt 2023.

[3] Martin R. Albrecht, Matilda Backendal, Daniele Coppola, Kenneth G. Paterson.

(2024). “Share with Care: Breaking E2EE in Nextcloud”. Euro S&P 2024.
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Case Studies: E2EE Cloud Storage ... 1s surprisingly hard!

Challenges: Implications:
Stateless clients * Design issues 0
No ciphertext integrity * Key distribution problem

Key recovery attacks [1,2]

Key reuse

File re-encryption infeasible

n PKE has no authentication [3]

[1] Matilda Backendal, Miro Haller and Kenneth G. Paterson. (2023). "MEGA:
Malleable Encryption Goes Awry”. |IEEE S&P 2023.

[2] Martin R. Albrecht, Miro Haller, Lenka Marekova, Kenneth G. Paterson. (2023). g
"Caveat Implementor! Key Recovery Attacks on MEGA”. Eurocrypt 2023. - B —--mmmmmmmmm- * ??? > @
[3] Martin R. Albrecht, Matilda Backendal, Daniele Coppola, Kenneth G. Paterson.

(2024). “Share with Care: Breaking E2EE in Nextcloud”. Euro S&P 2024.
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Case Studies: E2EE Cloud Storage ... 1s surprisingly hard!

Challenges: Implications:
Stateless clients . Design issues n
No ciphertext integrity * Key distribution problem
* Password-based security

Key recovery attacks [1,2]

Key reuse

File re-encryption infeasible

H PKE has no authentication [3]

[1] Matilda Backendal, Miro Haller and Kenneth G. Paterson. (2023). "MEGA:
Malleable Encryption Goes Awry”. |IEEE S&P 2023.

[2] Martin R. Albrecht, Miro Haller, Lenka Marekova, Kenneth G. Paterson. (2023). Q
"Caveat Implementor! Key Recovery Attacks on MEGA”. Eurocrypt 2023. <+— 0= 4 o= —> @

/ s, 1]
[3] Martin R. Albrecht, Matilda Backendal, Daniele Coppola, Kenneth G. Paterson. /:,/’ Sse
(2024). “Share with Care: Breaking E2EE in Nextcloud”. Euro S&P 2024. PW
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Implications:

Design issues n

e Key distribution problem

* Password-based security
* File sharing causes complex interactions H

* Need to get it right the first time

A Formal Treatment of E2EE Cloud Storage



E2EE Cloud Storage Providers

"WITH MEGA, YOU AMNESTY INTERNATIONAL,
CONTROL THE ENCRYPTION" 300 MILLION USERS THE GERMAN FEDERAL GOVERNMENT "ULTIMATE SECURITY"
P4 LT~ S
0 MEGA [SP:BHP23] 0 [EuroSP:ABCP23]
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Nextcloud
"EXCEPTIONALLY PRIVATE CLOUD" "EUROPE'S MOST SECURE CLOUD STORAGE"

"EREE, ENCRYPTED AND SECURE CLOUD STORAGE &psynccom

YOUR PRIVACY SECURED BY MATH" P [CCS:TH24]
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T PROVARLY SECLRE 'THE STRONGEST ENCRIPIED "SUPPORTS CLIENT-SIE

CLOUD STORAGE IN THE WORLD" END-TO-END ENCRYPTION”
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https://eprint.iacr.org/2022/959
https://eprint.iacr.org/2023/329
https://eprint.iacr.org/2024/1616
https://eprint.iacr.org/2024/546

Why Is It Hard?

@sync Com MEGA KEy DISTR'BU”UN F”_E SHAR|NG
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Why Is It Hard?
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Why Is It Hard?

KEY DISTRIBUTION
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Contributions

A Formal Treatment of End-to-End
Encrypted Cloud Storage

Matilda Backendal, Hannah Davis. Felix Guinther. Miro Haller.

and Kenneth G. Paterson

1 Formal Model 2 Construction
e Syntax e CSS (Cloud Storage Scheme)
* Security games e Security proofs

September 16, 2024. Miro Haller A Formal Treatment of E2EE Cloud Storage
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1. Formalizing E2EE Cloud Storage



Formalizing E2EE Cloud Storage

Model Goals

oQo

Nextcloud

Capture existing systems

1

September 16, 2024. Miro Haller

Expressive

€) tresorit

- icedrive

Capture rea/-world'systems

2 Faithful

A Formal Treatment of E2EE Cloud Storage

ALL MODELS ARE WRONG, ~ (cg0)

BUT SOME ARE USEFUL! @

Capture future systems

3 Generic
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Syntax

Core Functionality

= Register (create account)

Authenticate (log in)

Put (upload a file)
Update (modify content)
Get (download)

Share

Accept (receive share)

September 16, 2024. Miro Haller

~

INTERACTIVE
PROTOCOLS

WHAT MAKES A CLOUD STORAGE A CLOUD STORAGE?

1 Erpeessyyr

Vv

N

/_Z? [Register
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L
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Syntax HOW DO WE MAKE THE MODEL USEFUL?

1 Erpeessyyr

Core Functionality

= Register (create account)

Authenticate (log in)

Put (upload a file)
Update (modify content)
Get (download)

Share

Accept (receive share)

Model Choices

e Arbitrary interleaving

September 16, 2024. Miro Haller

~

INTERACTIVE
PROTOCOLS /5; Reglster

2 Mgy
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Syntax HOW DO WE MAKE THE MODEL USEFUL?

Core Functionality 1 Eesgyr %Q
= Register (create account) A sh
= Authenticate (ogin) are%
= Put (up|oadafi|e) INTERACTIVE J/d‘ﬂ
. K
= Update (modify content) PROTOCOLS
MESSAGING — | O "
= Get (download) 0 bt
mp=— PASSWORD — | ¢
L
= Accept (et — OTNNOTCoNRep UMK SHARNG =
/ IN RELATED WO M
Model Choices
* Arbitrary interleaving 2 FAITHryY
* Abstract OOB channel for sharing /\

3 GENFR

September 16, 2024. Miro Haller A Formal Treatment of E2EE Cloud Storage
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Security Notions  MALICIOUS SERVER SETTING

Threat model:

* Malicious cloud provider

 Trusted OOB-channels between honest users
* Trusted client code

Adversary capabilities:

e Control client protocol steps (which & when)
e Specify server responses

* Guess honest user passwords
 Compromise users (adaptive/selective)

November 21, 2024, Matilda Backendal, Miro Haller

A Formal Treatment of E2EE Cloud Storage
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Security Notions  MALICIOUS SERVER SETTING

Integrity: .

* Wins if adversary can, for an honest user, ~nn
1. inject afile, or oA E
2. modify a file. \

NT-PTXT-STYLE GAME

VIV

L0OKS 600D!
N\ B

\O, == \O, ==\,
WA W) W3
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Security Notions  MALICIOUS SERVER SETTING

Integrity:
* Wins if adversary can, for an honest user,

1. inject afile, or
2. modify afile. \

NT-PTXT-STYLE GAME - Not INT-CTXT

Confidentiality: \
* Wins if adversary can, for an honest user, NO CIPHERTEXTS
* learn any information and [N OUR SYNTAX

distinguish files \ / \O, =

IND-CCA-STYLE GANE n NotiNDS M1

November 21, 2024, Matilda Backendal, Miro Haller A Formal Treatment of E2EE Cloud Storage
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Security Notions  MALICIOUS CLIENT SETTING [ONGOING WORK]

Threat model:

* Materous-honest cloud provider, malicious clients
 Trusted OOB-channels between honest users v
* Trusted client code

+ Trusted client-to-server channels?

Adversary capabilities: INTERACTIVE
* Control client protocol steps (which & when) PROTOCOLS
* Specify-serverresponses—

* Guess honest user passwords

 Compromise users (adaptive/selective)

Additional goals: — "FEASBLE N THE NALCOLS SEYER ST \O), = 2\,

Lo
 Authentication & authorization PW1 PW2 PW3
* No offline dictionary attacks on pw
* Availability for honest user files

November 21, 2024, Matilda Backendal, Miro Haller A Formal Treatment of E2EE Cloud Storage 22



Are We Done?

* Syntax
* Security notions
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Are We Done?

* Syntax
* Security notions
* Construction

7
7
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NTEGRITY
ALY ROEN
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2. Constructing E2EE Cloud Storage



CSS (Cloud Storage Scheme)
Building Blocks

pw kg

N “

OPRF PRF

S |
W 2HashDH
HANDLES PWS => ROM

AEAD

September 16, 2024. Miro Haller A Formal Treatment of E2EE Cloud Storage

MAC

I
ONLY NEEDED FOR
MALICIOUS CLIENT SECURITY
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CSS (Cloud Storage Scheme)

Registration GLOBALLY UNIQUE
/
Client ,aid
Cllent (pw,ald) e oy ol
pw, aid k. ~
~ el
OPRF
y
T™™W
}
PRF
l|_> kmac
Rl ALLOWS PW ROTATION
L 7 WITHOUT FILE RE-ENCRYPTION
k" — AEAD.Enc aid, kg, ke, [Ki]

'
o]

November 21, 2024, Matilda Backendal, Miro Haller
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T

Server

STORE
User[aid] < kg, kac, [kmk]
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CSS (Cloud Storage Scheme)

Authentication GLOBALLY UNIQUE
/
Client (pw, aid) PASSWORD HARDENING Server
, c . =
pw, aid . ks |
(0] 2] =3
| . CHALLENGE-RESPONSE AUTHENTICATION FETCH
TIV : sid . sid : ke, Kmac [(mk]<— User|[aid]
PRF l ------------------------------ \
l|—~ k...— MACTag - sid |
oo ¢ T Lo ,
ek T > Kmac — MACVerify —> L1/T;
l N mec NSNS -/
AEAD.Dec «— [kmk] [kmk] (|F T) FT-
STORE l h Session|[sid] « aid
Cache < k. ,sid k.«

28



CSS (Cloud Storage Scheme)
Put , GLOBALLY UNIQUE

Client (file, fid)

k. ,sid <« Cache

ke
}

file — AEAD.Enc +—fid

| A

[ f ile]
BOUND BY ASSOCIATED DATA

kmk
| / sid, fid, [ file],[ ki ]
= =

— ki —> AEAD.Enc «—fid

l
[Fa]
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Server
FETCH
aid « Session|sid]
STORE

SHARED
File[fid] « [file] JUNIQUE

Keylaid, fidl =[]~ it
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CSS (Cloud Storage Scheme)

Share  TSIMPLIFIED / RECIPIENT ACCOUNT ID

Client (fid, raid)

k.« ,sid < Cache

Ko
!
[kf]—> AEAD.Dec <+ fid
!
ke
t SEM 0. raid
g L/
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Server

FETCH

aid « Session|sid]
[kf] « Keylaid, fid]
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CSS (Cloud Storage Scheme)
Accept SIMPLIFIED

Client (fid)

k.« ,sid < Cache

o
o
B kmk

Y WONE_, l

DERYPION — k¢ — AEAD.Enc + fid
T

RE-ENCRYPTION AVODS [ K]

PUBLIC KEY OPERATIONS

November 21, 2024, Matilda Backendal, Miro Haller
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Server

FETCH
aid < Session|sid]
STORE

Keylaid, fid] < [kf]
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Conclusion

 E2EE cloud storage in practice:
* Plagued by attacks
* E2EE cloud storage in theory

* Novel security notions
[BDGHP24]

* G55 TS A START!

e Future work

 Adaptive security proof

* Large-scale deployment

* Prove existing E2EE cloud
storage secure £2FE cLOUD STORAGE

our model:
[CRYPTO:BDGHP24]

November 21, 2024, Matilda Backendal, Miro Haller A Formal Treatment of E2EE Cloud Storage

--------
-

PROVABLY SECURE |

-
-——
-
-
-
n

E2EE CLOUD STORAGE

Practice

©

MEG}A Nextcloud

M ProtonDrive

32



A Formal Treatment of
End-to-End Encrypted Cloud Storage

Matilda Backendal, Hannah Davis, Felix Glinther, Miro Haller, Kenny Paterson

mbackendal @inf.ethz.ch mhaller@ucsd.edu
E' E ST )CSS FIEE for Google rve?
E £2EE cLoUD STORAGE

i PROVABLY SECURE |
R cwrososieat || E)EE CLOUD STORAGE

November 21, 2024, Matilda Backendal, Miro Haller A Formal Treatment of E2EE Cloud Storage


mailto:mhaller@ucsd.edu
mailto:mbackendal@inf.ethz.ch

	Introduction
	Slide 1: A Formal Treatment of End-to-End Encrypted Cloud Storage

	Slide 1: Cs and why it matters
	Slide 2: Cloud Storage
	Slide 3: Cloud Storage

	Slide 2: E2EE providers broken
	Slide 4: E2EE Cloud Storage Providers
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9: E2EE Cloud Storage Providers

	Slide 3: Problem is hard, no clear goal
	Slide 10
	Slide 11
	Slide 12

	Slide 4: Our contributions
	Slide 13: Contributions
	Slide 14: 1. Formalizing E2EE Cloud Storage

	Slide 6: Syntax (long)
	Slide 15: Formalizing E2EE Cloud Storage
	Slide 16: Syntax
	Slide 17: Syntax
	Slide 18: Syntax

	Slide 7: Security notions
	Slide 19: Security Notions
	Slide 20: Security Notions
	Slide 21: Security Notions
	Slide 22: Security Notions

	Recap
	Slide 23: Are We Done?
	Slide 24: Are We Done?
	Slide 25: 2. Constructing E2EE Cloud Storage

	Slide 8: CSS (full version)
	Slide 26: CSS (Cloud Storage Scheme)
	Slide 27: CSS (Cloud Storage Scheme)
	Slide 28: CSS (Cloud Storage Scheme)
	Slide 29: CSS (Cloud Storage Scheme)
	Slide 30: CSS (Cloud Storage Scheme)
	Slide 31: CSS (Cloud Storage Scheme)

	Slide 9: conclusion & bridge the gap
	Slide 32: Conclusion
	Slide 33


