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1. Formalizing the security of deployed 
cryptography.

2. Constructing cryptographic primitives 
and systems for practice.

3. The industry perspective on deployment 
and maintenance of cryptography.

PROOFS

DESIGN

“PRACTICE”



CAW: Cryptographic Applications Workshop
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More on 
caw.cryptanalysis.fun

Standards!



The Gap
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Theory Practice

TH
E 

GA
P

IN THEORY, PRACTICE AND THEORY ARE THE SAME.
IN PRACTICE, THEY ARE NOT… 

THEORY: WHAT PEOPLE SHOULD BE DOING
PRACTICE: WHAT PEOPLE DO



The Gap
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Theory Practice

TH
E 

GA
P

I LIKE PROOFS!

TH
E 

GA
P



The Gap
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Theory Practice

Not to scale

TH
E 

GA
P
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Taxonomy of Cryptography

Theory Practice

Theory

Practice
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T2T T2P

P2T P2P



Theory Practice

Bridging the Gap
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P2T

P2T

• Provable security

• Formal verification

• …

T2P

• Primitive/protocol/scheme design

• Standardization

• …

• Cryptanalysis• Impossibility results

• Cryptanalysis

HMAC/HKDF
OPRFs/
Blind signatures

WHAT WE CAN/SHOULD DO

Workshop on Attacks in Cryptography

WHAT WE CANNOT/
SHOULD NOT DO

T2P

CAW!



Dual-PRF Security of HMAC
Based on work with Mihir Bellare, Felix Günther & Matteo Scarlata



HMAC: the Swiss Army Knife of Crypto

10

HMAC [CRYPTO’96:BCK] is

• a hash-based MAC,

• standardized,

• provably secure,

• versatile,

• and widely used.

PRF

Key
 der
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tio

n

Image credit: openclipart
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…as a PRF
[C’96:BCK, C’06:Bel, C’14:GPR].

This doesn’t match current usage!



The HMAC Gap
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Theory Practice

• DUAL-PRF SECURITY
• VARIABLE KEY LENGTH

HMAC IS A SECURE PRF
OH WOW, THIS SCISSOR TOOL IS PERFECT FOR MY 
MULTI-ROUND INTERACTIVE KEY EXCHANGE PROTOCOL!



The HMAC Gap

April 3, 2024. Matilda Backendal, Miro Haller Thriving in Between Theory and Practice 12

Theory Practice

• DUAL-PRF SECURITY
• VARIABLE KEY LENGTH

OH WOW, THIS SCISSOR TOOL IS PERFECT FOR MY 
MULTI-ROUND INTERACTIVE KEY EXCHANGE PROTOCOL!YOU DID WHAT??!?



HMAC

HMAC in Action
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TLS 1.3 Key Schedule

HMAC: 0,1 ∗× 0,1 ∗ → {0,1}"

label1

HMAC

label2

HMAC

⋮

1

2

DHE

HMAC0

KEM secretPSK

PRF

PRF

Extr
acto

rSwap-PRF
Swap-PRF

PRF

Message

HMACKeyKey space Message space
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Dual-PRF 

Variable key length 

Master secret

Session keys



HMAC Is Assumed to Be a Dual-PRF
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[…]

In the analysis of:

• TLS 1.3 PSK  [JoC’22:DFGS]
• KEMTLS  [CCS’20:SSW]
• PQ Wireguard  [S&P’21:HNSWZ]
• PQ Noise  [CCS’22:ADHSW]
• Messaging Layer Security (MLS) [S&P’22:BCK]
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The HMAC Gap
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Theory Practice

• DUAL-PRF SECURITY
• VARIABLE KEY LENGTH

HMAC IS A DUAL-PRF!

HMAC: 0,1 ∗× 0,1 ∗ → {0,1}"



label1

HMAC

label2

HMAC

1

2

HMAC in Action
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HMAC(K, M) = H((K ⊕ opad) || H((K ⊕	ipad) || M))

𝑏-bit constantsMerkle-Damgård hash function, 

e.g. SHA-256: 𝑐 = 256, 𝑏 = 512

EXACTLY 𝑏 BITS!

HMACHMAC0

TLS 1.3 Key Schedule

𝑐 = 256 bits ≠ 𝑏!

PRF proof:
HMACb(Kb, M)



label1

HMAC

label2

HMAC

1

2

HMAC in Action
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HMAC(K, M) = H((K ⊕ opad) || H((K ⊕	ipad) || M))

EXACTLY 𝑏 BITS!

HMACHMAC0

TLS 1.3 Key Schedule

𝑐 = 256 bits ≠ 𝑏!

Summary

Proof existed:

 ü HMACb(Kb, M)

No proof existed: 

 ×  HMAC(K, M) = H((PoH(K) ⊕ opad) || H((PoH(K) ⊕	ipad) || M))
 ×  HMAC(M, K)

PRF proof:
HMACb(Kb, M)

Pad-or-Hash(K) 

𝑏	bits



The HMAC Gap
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YOU DID WHAT??!?

Theory Practice

• DUAL-PRF SECURITY
• VARIABLE KEY LENGTH

Is HMAC a Variable-Key Length Dual-PRF?

HMAC IS A DUAL-PRF!



The HMAC Gap
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PHEW!

Theory Practice

• DUAL-PRF SECURITY
• VARIABLE KEY LENGTH

(IN PRACTICE)

When Messages are Keys: 
Is HMAC a dual-PRF?
[CRYPTO’23:BBGS]
eprint: 2023/861

HMAC IS A DUAL-PRF!

Is HMAC a Variable-Key Length Dual-PRF?



The HMAC Gap
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PHEW!

Theory Practice

• DUAL-PRF SECURITY
• VARIABLE KEY LENGTH

(IN PRACTICE)

When Messages are Keys: 
Is HMAC a dual-PRF?
[CRYPTO’23:BBGS]
eprint: 2023/861

HMAC IS A DUAL-PRF!

Why Did the Gap Arise?

SIMPLIFICATIONS

MISUNDERSTANDINGS, 
MISSING CONTEXT
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PHEW!

Theory Practice

• DUAL-PRF SECURITY
• VARIABLE KEY LENGTH

(IN PRACTICE)

P2T
HMAC IS A DUAL-PRF!

SIMPLIFICATIONS

MISUNDERSTANDINGS, 
MISSING CONTEXT

Why Did the Gap Arise?



The HMAC Cycle
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P2T

T2P

NEW SECURITY PROOFS

DESIGN
STANDARD

HMAC in 
Practice

HMAC in 
Theory



End-to-End Encrypted Cloud Storage
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Based on work with Hannah Davis, Felix Günther & Kenny Paterson
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Why Do We Want E2EE Cloud Storage?

no E2EE per default

• OneDrive

• Dropbox

• Google Drive

• iCloud Drive

“MEGA DOES NOT HAVE ACCESS TO 
YOUR PASSWORD OR YOUR DATA”!

Security
• Untrusted or compromised provider

• Legally compelled to disclose

WHAT IF SOMETHING GOES 
WRONG?

E2EE in other domains
• Data in transit (browsing, messaging)

• Data at rest (local storage, backups)

OTHER APPS HAVE E2EE

300 MILLION USERS

I WANT PRIVACY GUARANTEES 
OF LOCAL STORAGEPrivacy

• Sensitive files

• No analytics or data processing

OPTIONAL E2EE AT COST OF FUNCTIONALITY
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E2EE Cloud Storage Implementation

• Client-side encryption
• Pick fresh key to encrypt file

• Issue on download
• Retrieving key on another device

• Solution
• Send key encrypted with password 

over server

• Untrusted server
• Key overwriting attacks

MOBILE APP

???

ENC𝑝𝑤(     )
ENC (     )

LAPTOP

ENC (     )
PASSWORD
𝑝𝑤

PASSWORD
𝑝𝑤
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P2T Example: The Cryptanalysis of MEGA

Theory Practice

• KEY REUSE
• KEY CTXT INTEGRITY

“MEGA DOES NOT HAVE ACCESS TO 
YOUR PASSWORD OR YOUR DATA”!

HMM…

P2T: Cryptanalysis
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MEGA: Exploiting Authentication for File Decryption*

Challenge-response authentication

Server: 
• Send secret key 𝑠𝑘 encrypted with password 𝑝𝑤
• Encrypt challenge 𝑟 with user public key 𝑝𝑘

User: 
• Decrypt secret key ciphertext 𝑐!" with 𝑝𝑤
• Decrypt challenge 𝑐, send recovered 𝑟# back

Authentication successful if 𝑟 = 𝑟. User 
KEY PAIR: 𝑠𝑘, 𝑝𝑘

RANDOM 𝑟

CHECK 𝑟 = 𝑟$?

*highly simplified

RECOVER 𝑠𝑘 = 𝐷𝑒𝑐%& 𝑐'(

C !"
=
𝐸𝑛
𝑐 #$
(𝑠𝑘
)

AUT
H RE

Q

𝑟%
=
𝐷𝑒
𝑐 !"
(𝑐
)

𝑐 =
𝐸𝑛
𝑐 #"
(𝑟
)
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MEGA: Exploiting Authentication for File Decryption*

[2] Matilda Backendal, Miro Haller and Kenneth G. Paterson. “MEGA: Malleable Encryption Goes Awry”. IEEE S&P 2023.

*highly simplified

Attack
1. [2] attack to recover file keys 𝑓𝑘
2. Key reuse: 𝐸𝑛𝑐$%(𝑠𝑘) and 𝐸𝑛𝑐$%(𝑓𝑘)

User 
KEY PAIR: 𝑠𝑘, 𝑝𝑘

RANDOM 𝑟

CHECK 𝑟 = 𝑟$?

RECOVER 𝑠𝑘 = 𝐷𝑒𝑐%& 𝑐'(

C !"
=
𝐸𝑛
𝑐 #$
(𝑠𝑘
)

AUT
H RE

Q

𝑟%
=
𝐷𝑒
𝑐 !"
(𝑐
)

𝑐 =
𝐸𝑛
𝑐 #"
(𝑟
)
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MEGA: Exploiting Authentication for File Decryption* *highly simplified

[2] Matilda Backendal, Miro Haller and Kenneth G. Paterson. “MEGA: Malleable Encryption Goes Awry”. IEEE S&P 2023.

Attack
1. [2] attack to recover file keys 𝑓𝑘
2. Key reuse: 𝐸𝑛𝑐$%(𝑠𝑘) and 𝐸𝑛𝑐$%(𝑓𝑘)
3. Partially overwrite 𝑐!" with 𝐸𝑛𝑐$%(𝑓𝑘)

• No integrity protection of 𝑐!"!

User 
KEY PAIR: 𝑠𝑘, 𝑝𝑘

RANDOM 𝑟

CHECK 𝑟 = 𝑟$?

RECOVER 𝑠𝑘 = 𝐷𝑒𝑐%& 𝑐'(

C !"
=
𝐸𝑛
𝑐 #$
(𝑠𝑘
)

AUT
H RE

Q

𝑟%
=
𝐷𝑒
𝑐 !"
(𝑐
)

𝑐 =
𝐸𝑛
𝑐 #"
(𝑟
)
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MEGA: Exploiting Authentication for File Decryption* *highly simplified

[2] Matilda Backendal, Miro Haller and Kenneth G. Paterson. “MEGA: Malleable Encryption Goes Awry”. IEEE S&P 2023.

Attack
1. [2] attack to recover file keys 𝑓𝑘
2. Key reuse: 𝐸𝑛𝑐$%(𝑠𝑘) and 𝐸𝑛𝑐$%(𝑓𝑘)
3. Partially overwrite 𝑐!" with 𝐸𝑛𝑐$%(𝑓𝑘)

• No integrity protection of 𝑐!"!

4. Pick malicious 𝑟

User 
KEY PAIR: 𝑠𝑘, 𝑝𝑘

MALICIOUS 𝑟

CHECK 𝑟 = 𝑟$?

RECOVER 𝑠𝑘 = 𝐷𝑒𝑐%& 𝑐'(

C !"
=
𝐸𝑛
𝑐 #$
(𝑠𝑘
)

AUT
H RE

Q

𝑟%
=
𝐷𝑒
𝑐 !"
(𝑐
)

𝑐 =
𝐸𝑛
𝑐 #"
(𝑟
)



April 3, 2024. Matilda Backendal, Miro Haller Thriving in Between Theory and Practice 31

MEGA: Exploiting Authentication for File Decryption* *highly simplified

[2] Matilda Backendal, Miro Haller and Kenneth G. Paterson. “MEGA: Malleable Encryption Goes Awry”. IEEE S&P 2023.

Attack
1. [2] attack to recover file keys 𝑓𝑘
2. Key reuse: 𝐸𝑛𝑐$%(𝑠𝑘) and 𝐸𝑛𝑐$%(𝑓𝑘)
3. Partially overwrite 𝑐!" with 𝐸𝑛𝑐$%(𝑓𝑘)

• No integrity protection of 𝑐!"!

4. Pick malicious 𝑟
5. Recover 𝑓𝑘 from 𝑟#

User 
KEY PAIR: 𝑠𝑘, 𝑝𝑘

MALICIOUS 𝑟

RECOVER 𝑠𝑘 = 𝐷𝑒𝑐%& 𝑐'(

C !"
=
𝐸𝑛
𝑐 #$
(𝑠𝑘
)

AUT
H RE

Q

𝑟%
=
𝐷𝑒
𝑐 !"
(𝑐
)

𝑐 =
𝐸𝑛
𝑐 #"
(𝑟
)

𝑓𝑘 = 𝑟𝑒𝑐𝑜𝑣𝑒𝑟(𝑟$)
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Challenges & Issues in MEGA

● Unclear security goals

● Key separation is essential

● Cryptographic agility & minimize 
chance of vulnerabilities

● Password-based security

● Interaction with (potentially 
malicious) users/server

● Integrity for key ciphertexts

● Key reuse

● Patching is hard
○ Re-encryption requires > 185 days

● Multi-device access

● Sharing is tricky

32

Lessons Learned
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The E2EE Cloud Storage Cycle

Theory Practice• KEY REUSE
• KEY CTXT INTEGRITY
• NO AUTHENTICITY FOR 

PUBLIC KEY ENCRYPTION

“WE ALSO HAVE E2EE”!REALLY?

P2T

CRYPTANALYSIS
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The E2EE Cloud Storage Cycle

P2T

CRYPTANALYSIS

T2P

PROTOCOL DESIGN

SECURITY PROOFSFORMALIZING SECURITY 
NOTIONS



Security Notions for E2EE Cloud Storage: Operations and Syntax 
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• Identify core functionalities
• Register (reg)
• Authenticate (auth)
• Upload (put)
• Update (upd)
• Download (get)
• Share (shr)
• Receive (recv)

• Define syntax to express them
• Non-atomic operations
• Allow arbitrary interleavings



ADVERSARY
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Security notions for E2EE cloud storage: game

Security game intuition
• Malicious server (adversary)

• Provide two files 𝑓&, 𝑓'
• File 𝑓( is uploaded

• Guess bit 𝑏# = 𝑏
• Full control over state

• Users with correlated pws

• Oracles to make honest users 
perform actions

• User compromise

GAME
𝑏 ←$ {0,1}

FILES 𝑓&, 𝑓'

GUESS 𝑏#

my pw is “123456”
mine too!

PUT 𝑓(PUT 𝑓(

REG AUTH PUT

UPD GET SHR RECV

oracles



Building a Standard for E2EE Cloud Storage?
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Theory Practice

PROPRIETARY PROTOCOLS 
WITHOUT PROOFS

DEPLOYED PROTOCOL

DO YOU NEED A HAND?
IT’S A START!

STANDARDIZATION



Conclusion

38



• Where does the gap arise?

Conclusion
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Theory Practice

EVERYWHERE!

THE GAP



• Where does the gap arise? - Everywhere

• Why does it arise?

Conclusion
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Theory Practice

THE GAP

Negligible IND-CPA advantage

“SECURITY”

- Language barriers, but also…
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Overstatements

Image credit: Umer Sayyam, unsplash.com

WHAT PEOPLE CLAIM THEY BUILT WHAT THEY ACTUALLY BUILT



• Where does the gap arise?  - Everywhere

• Why does it arise?

Conclusion
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Theory Practice

THE GAP

ALL MODELS ARE WRONG, 
BUT SOME ARE USEFUL!

SIMPLIFICATIONS

OVERSTATEMENTS OF PRACTICAL RELEVANCE
CONSTRAINED RESOURCES

CONFLICT WITH BUSINESS INCENTIVESMISSING CONTEXT

I DON’T HAVE TIME OR 
MONEY FOR THIS…



• Where does the gap arise?  - Everywhere

• Why does it arise?  - It’s complicated

• Why is one loop of the cycle not enough to close the gap?

Conclusion
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Theory Practice

TH
E 

GA
P

P2T

T2P

SSL
TLS 1.1
TLS 1.2
TLS 1.3



What Can We Do?
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Theory Practice

TH
E 

GA
P

I HEAR YOU



What Can We Do?
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Theory Practice

TH
E 

GA
P

THANKSTRY THESE!



WOAH!

What Can We Do?
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Theory Practice

TH
E 

GA
P



What Can We Do?
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Theory Practice

TH
E 

GA
P

MIND THE GAP!



Why Should You Do Applied Cryptography?
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• It’s impactful!

• It’s profitable!

• It’s fun!

WHERE DO I SIGN UP?caw.cryptanalysis.fun

THANKS!


