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Attacks on SGX Enclaves

« Cache side channel (Software Grand Exposure)
* Interrupt side channel (Nemesis)
* Foreshadow
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Background — SGX Enclaves

e Threat mode|
« SGX enclave life cycle
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Background — SGX-Step
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Background — SGX-Step
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Background — SGX-Step
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Measurements

 Reduce interference
* Hyper-Threading, dyn. frequency scaling, isolated core

« Terminology

enclave

test case

; ~::' tests

Legend:

initial instructions
prepare instructions
test instruction




Cycle latency of instruction mulsd (total: 100000)

" mulsd 1.0, 1.0 | = 7400, c=19
~ mulsd 1.0, 1e-320 | u= 7511, 0= 24
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filtered 0.008% outliers out
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Challenges

Instruction tracking

Page pborders

Cache conflicts
Incomparable enclaves
Constant time code
Veritying tests

Build advanced test cases
Two sources of noise
Synthetic state on AEX

O O N NN



Challenges

Instruction tracking

Page borders

Cache conflicts

. Incomparable enclaves
Constant time code
Veritying tests

Build advanced test cases
Two sources of noise
Synthetic state on AEX

O 0 N 0 NWN =



Challenges — Incomparable Enclaves

800 A
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Source: Jo Van Bulck, Frank Piessens, and Raoul Strackx. Nemesis: S_tudyin%
Microarchitectural Timing Leaks in Rudimentary CPU Interrupt Logic. In ACM Conference
on Computer and Communications Security, 2018.
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Challenges — Incomparable Enclaves

Nemesis Our Tool
enclave 1 enclave 2 enclave
enclave 3 enclave 4

Legend:

initial instructions
prepare instructions
test instruction




Cycle latency of instruction div (total: 100000)

© div (rdx: Oxff..fe, rax: max) | u=7490, 0 =20
- div (rdx: half, rax: max) | u=7490, 0= 20
© div (rdx: 0x0, rax: max) | u= 7436, o= 17
© div (rdx: 0x0, rax: 0x0) | u=7437,0=18
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filtered 0.008% outliers out
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Cycle latency of instruction movq (total: 100000)

 movq %rcx, -8(%rsp) | u= 7459, 0 =49
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Cycle latency of instruction movq (total: 100000)

" movq %rcx, -8(%rsp) | u=7463, 0=48
~ movq %rcX, -8(%rsp) (prep: nop) | u= 7459, 0= 23
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Cycle latency of instruction movq (total: 100000)

© movq %rcx, -8(%rsp) | u= 7480, 0 =50
~ movq %rcx, -8(%rsp) (prep: nop) | u= 7471, 0= 22

. movqg %rcx, -8(%rs rep: test %rax, %rax = 7528, o= 64
q % (%rsp) (prep o orax) | y movq reg, mem
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Cycles of instruction movq for 200 measurements

—+— movd %rcx, -8(%rsp) (prep: test %rax, %rax) =~ 7534, 0= 63
q p) (prep M

100
Measurement
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Applications — Double Peaks

« Examples

* Possible explanation
» Bypass the cache
e [Nstruction termination
 Microarchitectural state

« SUpporting plots



Cycle latency of instructions movqg, movnti (total: 100000)

" movq %rcx, -8(%rsp) | u=7457, 0 =50
- mouvnti %rcx, -8(%rsp) | u=7582, 0=21
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filtered 0.003% outliers out
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# of elements per bin
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Cycle latency of instruction movq (total: 100000)

movq — 8(%rsp), %rcx; movq %rcx, — 8(%rsp)
[ prep0 | u=7460, o=67

" movq -8(%rsp), %rcx; movq %rcX, -8(%rsp) | u= 7483, 0= 61

7800 8000 8400
# of cycles (600 bins)

filtered 0.002% outliers out

movq mem, reg

movq mem, reg
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Applications — Side Channel Attack

measure instruction timings

enclave

if secret
mov %rdx, -8(%rsp) —
else
mov %trcx, -8(%rsp)




comparison of the side channel accuracy for different versions

" NUC (our tool)
~ Laptop (our tool)
 Laptop (Nemesis)
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Conclusion

 Measuring is not trivial

* INnCcreased precision

e Tool for further research

 Double peaks
e Difference between enclaves
« Multi-steps

e« Questions?
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Code Snippet 1 Code benchmarking with cpuid and rdtscp
1: cpuid
2: rdtsc
: Store timestamp

: (Measured code)
: rdtscp

: Store timestamp
: cpuid
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Method Comparison |

SGX-Step Method

test case 1

test case 2

assembly code repeated
100'000 times

nops ensure
page alignment

Counter Method & Outside Enclave

test case 1

test case 2

Legend:

take loop
e 100'000 times

take loop
R 100'000 times

I
test case 1:

initial instructions
prepare instructions
test instruction

start/stop timer

test case 2:




Method Comparison ||

Table 31: Overview over all measurement methods

Outside Enclave Interrupt Method Counter Method

Serialising Instruction | cpuid cpuid sfence, lfence
.. movs to restore ERESUME, AEX and overlappin
Additionally captured : : PPINS
. registers after first some movs to save non-memory
in the Measurement . . . .
cpuid registers before cpuid operations
shared variable
Timestamp processor processor incremented by
a counter thread

can be used even measurements
if we cannot control  directly inside
the enclave’s code enclaves

instruction timings

1al :
Speci outside enclaves




Counter Method

enclave

read

shared memory

' counter .

core 1

)@( ' increase by 1

counting
process

core 2




Counter Method Limitation

Unshared Counter

unshared memory

' counter

@< ' increase by 1

counting
process

core 2

Register Counter

counter

9

inc.
by 1

counting
process

core 2



Challenges — Brief Summary

* Incomparable enclaves

« Measuring across page borders
« Support multiple pages of code
« Deal with outliers at page borders

» Cache conflicts
« Minimize cache pollution between AEX and ERESUME



Challenges — Brief Summary

e Constant time code

SCOnE cErwWEER W fnEEEliEfne s Saellcl oE T haE selhnE
iIndependent of the measured instruction

» Precise tracking of instructions

* Time shifts between enclaves can desynchronise
« Some assembly instructions perform two operations and can

be interrupted in between
« Veritying tests
« Prepare instructions influence test instructions
« Make sure that they do not trigger exceptional behaviour



Challenges — Brief Summary

» Build advanced test cases
« Setting flags
* Write to memory

« TWO sources of noise

« ERESUME/AEX
e INstruction Mmeasurement

» Synthetic state on AEX
« State that AEX creates on exit must be manually preserved
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Cycles of instruction movqg for 10000 measurements

—— movq %rcx, -8(%rsp) (prep: test %rax, %rax) | u= 7565, o= 77

4000 6000
Measurement
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Cycle latency of instruction add (total: 100000)

© add $1, %rax (=0) |u=8021,0=73
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Cycle latency of instruction add (total: 100000)

© add $0, %rax (=0) | u=8011, o= 33
~ add $1, %rax (=0) | u=7986, o= 24
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Cycle latency of instruction add (total: 100000)

© add $0, %rax (=0) | u=8039, =15
~ add $1, %rax (=0) | u=8038, o= 14
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Co & C7: Precise Instruction Tracking

Enclave

observe = true
init. instructions
test

test

R ICITI : observe = false
: Callback before ERESUME AEX

' < imp
. if page accessed { < _
. if observe{ padding

count instruction observe = true
} : ERESUME

: > init. instructions
e e test

test
observe = false
ret

padding




Co & C7: Precise Instruction Tracking

Intention: Reality:
FINIT FINIT
Legend:
P: prepare instruction

P P T. test instruction

T 1

P P

-
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Cycle latency of instruction fmulp (total: 100000)

~ fmulp 1.0, 1.0, wrap around | u= 7770, c =21
- fmulp 1.0, 1.0, ST(0)-ST(7) = 1.0 | u=7421,0=16
~ fmulp 1.0, NaN | u=7764,0=18

7800 8000 8400
# of cycles (600 bins)
filtered 0.013% outliers out
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Cycle latency of instruction cmovzq (total: 100000)

© cmovzq -8(%rsp), %rax (ZF=1, -8(%rsp): max) | u= 7445, 0 =23
- cmovzq -8(%rsp), %rax (ZF=0, -8(%rsp): max) | u= 7445, 0= 22
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Cycle latency of instruction test_data (total: 100000)

n

' test_data | u= 7550, 0= 36
" noise (ERESUME + AEX) | u= 7500, o= 30
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Cycle latency of instruction zero_steps (total: 100003)

[ zero_steps | u= 7339, 0=1617
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Cycle latency of instruction zero_steps (total: 100000)

[ zero_steps | u=11181, 0=90
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# of elements per bin
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Cycle latency of instruction nop (total: 1000000)

© nop|u=8007, 0=17
" noise (ERESUME + AEX) | u= 7653, 0~ 48

7800 8000
# of cycles (500 bins)

—— nop recovered | u =353, o= nan

0.04

filtered 0.003% outliers out
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Cycle latency of instruction movq (total: 100000)

 movq %rcx, -8(%rsp) (prep: test %rcx, %rex) | u=7519, 0 =65
~ movq %rcx, -8(%rsp) (prep: nop; test %rcx, %rcx) | u= 7462, 0= 22
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filtered 0.004% outliers out

ETH:-urich



Mean of cycles for n-th measurement of instruction movq (total: 100000)

" movq %rcx, -8(%rsp) (prep: test %rcx, %rex) | u=7510, c=78
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Every n-th measurement (starting with index 0, 1, ..., n-1)
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Mean of cycles for n-th measurement of instruction movq (total: 100000)
© prep0|u=7494,0=76
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Cycle latency of instruction movq (total: 100000)

 movq %rcx, -8(%rsp) (prep: test %rcx, %rex) | u=7519, 0 =65
~ movq %rcx, -8(%rsp) (prep: nop; test %rcx, %rcx) | u= 7462, 0= 22
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Mean of cycles for n-th measurement of instruction movq (total: 100000)

" movq %rcx, -8(%rsp) (prep: test %rcx, %rex) | u=7510, c=78
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Every n-th measurement (starting with index 0, 1, ..., n-1)
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Cycle latency of instruction movq (total: 100000)

© movq %rcx, -8(%rsp) (prep: mov $1, %rcx) | u=7487, o =54
- movq %rcx, -8(%rsp) (prep: nop; mov $1, %rcx) | u= 7460, 0= 20
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Cycle latency of instruction movq (total: 100000)

" movq %rcx, -8(%rsp) (prep: mov $1, %rax) | u= 7501, 0= 26
~ movq %rcX, -8(%rsp) (prep: nop; mov $1, %rax) | u= 7499, 0=22
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# of elements per bin
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Cycle latency of instruction movq (total: 100000)

movq %rcx, — 8(%rsp) (prep: test %rax, %rax)
[ prep0 |u=7441, 0=41

movq %rcx, — 8(%rsp) (prep: test, movq, test)
[ prepO0|u=7443, 0=60
[ prepl|u=7601, 0=39
[ prep2|u=7440,0=16

© movq %rcx, -8(%rsp) (prep: test %rax, %rax) | u= 7548, 0= 62
~ movq %rcx, -8(%rsp) (prep: test, movq, test) | u= 7493, =19

7800 8000
# of cycles (600 bins)
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Cycle latency of instruction movq (total: 100000)

" movq %rcx, val(%rip) (prep: -) | u=7486, 0 =49
- movq %rcx, val(%rip) (prep: 1B nop) | u= 7483, 0= 24
© movq %rcx, val(%rip) (prep: 2B nop) | u= 7490, o= 47
" movq %rcx, val(%rip) (prep: 3B nop) | u= 7508, 0= 55
 movq %rcx, val(%rip) (prep: 4B nop) | u= 7475, 0= 21
© movq %rcx, val(%rip) (prep: 5B nop) | u= 7478, 0= 25
movq %rcx, val(%rip) (prep: 6B nop) | u= 7480, 0= 19
 movq %rcx, val(%rip) (prep: 7B nop) | u= 7476, 0= 21
movq %rcx, val(%rip) (prep: 8B nop) | u= 7478, 0=18
~ movq %rcx, val(%rip) (prep: 9B nop) | u= 7474, 0= 22
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Cycle latency of instruction movq outside enclave (total: 100000, overhead: 34 cycles)

© movq %rcx, -8(%rsp) (prep: test %rcx, %rex) | u=35,0=1
~ movq %rcx, -8(%rsp) (prep: nop; test %rcx, %rcx) | u= 36, 0=1
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filtered 0.005% outliers out
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Latency of instruction movq (total: 100000)

100000  movq %rcx, -8(%rsp) (prep: test %rcx, %rcx) | u=0, o=2
~ movq %rcx, -8(%rsp) (prep: nop; test %rcx, %rcx) |u=0, o=2
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# of counter ticks, 1 tick = 5.5 cycles (150 bins)
filtered 0.003% outliers out
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Poor Man's CMQOV - Short Code

i movq %rdx, -8(%rsp) // <-- measured
al asm_poor_mans_cmov, asm_poor_mans_cmov_end 8 test %rax, %rax
/* 4KiB x/ ' movq %rdx, -8(%rsp)
asm_poor_mans_cmov, @function 20 test %rax, %rax
/ movqg %rdx, -8(%rsp)
space )7 movb $ (%rdi) // Stop counting instructions
asm_poor_mans_cmovV : 23 ret
movb $1, (%rdi) // Start counting instructions , E ch:
test %rax, %rax 25 movq %rcx, -8(%rsp) // <-- measured
movq %rcx, —-8(%rsp) % test %rax, %rax
test %rax, %rax 2 1 movqg %rcx, —-8(%rsp)
movqg %rcx, —-8(%rsp) 28 test %rax, %rax
test %rax, %rax 2¢ movqg %rcx, -8(%rsp)
0 movb $ (%rdi) // Stop counting instructions
test %rsi, %rsi 1 asm_poor_mans_cmov_end:
jnz .elseBran Y. ret




Poor Man's CMQV - Precise results

e« Results

Long (0x07) 100% 97.5 7A
Short (0x27) 100% 54.6 8.
Long (0x07) 95.6% 55.6 13.3
Short (0x27) 27.7% 59.5 3.7



Cycle latency of instruction branch (total: 500)

© branch %rsi =0 | u=7598, o= 15
- branch %rsi =1 | u=7464, 0= 20
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© branch %rsi =0 | u=7544, 0

~ branch %rsi =1 |u=7447,0
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